Docket No.: MSFT-1782 (303313.01) 
App No.: 09/773,256 

Notice of Allowance Dated: April 22, 2005 
Replacement Sheet 1 of 1 1 



1/11 



FIGURE 1A 



APPLICATION 102 



AUTHORIZATION 
INTERFACE 129 



INTERFACE 
REFERENCE 
120 



AUTHORIZATION PROVIDER 128 



PRIVATE KEY 125 



CERTIFICATE 122 



CHALLENGE CODE 123 



SUBSTANTIVE COMPUTER CODE 
124 



Docket No.; MSFT-1782 (303313.01) 
App No.: 09/773,256 

Notice of Allowance Dated: April 22, 2005 
Replacement Sheet 2 of 1 1 



2/11 



FIGURE 1B 



COMPONENT 104A 



INVOCATION 
INTERFACE 145A 



AUTHORIZATION 
INTERFACE 149A 



INTERFACE 
REFERENCE 
140A 



AUTHORIZATION VERIFIER 147A 



CERTIFICATE AUTHORITY PUBLIC KEY 141A 



AUTHORIZATION PROVIDER 148A 



PRIVATE KEY 146A 



CERTIFICATE 142A 



CHALLENGE CODE 143A 



SUBSTANTIVE COMPUTER CODE 



144 A 



I 



\ 



Docket No.: MSFT-1782 (303313.01) 
App No.: 09/773,256 

Notice of Allowance Dated: April 22, 2005 
Replacement Sheet 3 of 1 1 



3/11 



FIGURE 1C 



COMPONENT 104B 



INVOCATION 
INTERFACE 145B 



AUTHORIZATION 
INTERFACE 149B 



INTERFACE 
REFERENCE 
140B 



AUTHORIZATION VERIFIER 147B 



CERTIFICATE AUTHORITY PUBLIC KEY 141 B 



AUTHORIZATION PROVIDER 148B 



PRIVATE KEY 146B 



CERTIFICATE 142B 



CHALLENGE CODE 143B 



SUBSTANTIVE COMPUTER CODE 



144B 



FIGURE 


FIGURE 


FIGURE 




1A 


1B 


1C 










FIGURE 1 



Docket No.: MSFT-1782 (303313.01) 
App No.: 09/773,256 

Notice of Allowance Dated: April 22, 2005 
Replacement Sheet 4 of 1 1 



J 



4/11 




Docket No.: MSFT-1782 (303313.01) 
App No.: 09/773,256 

Notice of Allowance Dated: April 22, 2005 
Replacement Sheet 5 of 1 1 

| 

} 

5/11 



CO 



CO 
CO 



uu 
a. 



CM 



LU 



LU 
O 



>- 




UJ 




o 


CNJ 
CD 


— 1 


CO 


CD 




ZD 




Q_ 





^1- 

CO 

a: 



CO 
CO 



o 



< 

o 



ct: 

LU 

o 



CO 

UJ 
O 



CO 

o 

CO 



O 
I — 

§ 

CL 
X 
UJ 



Docket No.: MSFT-1782 (303313.01) 
App No.: 09/773,256 

Notice of Allowance Dated: April 22, 2005 
Replacement Sheet 6 of 1 1 



6/11 



CQ 

CD 
CD 



to 




CO _^ 

lu O 



Q_ 



LU 

rvj o 

LU 



> < ^ 



CD 
CD 



CNI 

cd 





co 

LU 



o 
< 



o lu 

x: t= 



2 
< 

Q_ 
O < 



CO 





w o Si 

o ^ 5 

c£ < £ 

— uj 

> fcb o 

LU I — 

O Cd 

LU LU 

a: o 



Docket No.: MSFT-1782 (303313.01) 
App No.: 09/773,256 

Notice of Allowance Dated: April 22, 2005 
Replacement Sheet 7 of 1 1 




Docket No.: MSFT-1782 (303313.01) 
App No.: 09/773,256 

Notice of Allowance Dated: April 22, 2005 
Replacement Sheet 8 of 1 1 

I 



8/11 



CERTIFICATE AUTHORIZES 
PROCESSING? 



VERIFY CERTIFICATE 
AUTHORITY'S SIGNATURE OF 
THE CERTIFICATE 



IT 



502 




\ 



Docket No.: MSFT-1 782 (3033 1 3.01) 
App No.: 09/773,256 

Notice of Allowance Dated: April 22, 2005 
Replacement Sheet 9 of 1 1 

9/1 1 




FIGURE 5B 



FIGURE 
5A 



FIGURE 5 



FIGURE 
5B 



Docket No.: MSFT-1782 (303313.01) 
App No.: 09/773,256 

Notice of Allowance Dated: April 22, 2005 
Replacement Sheet 10 of 11 



10/11 



600 



( RESPONSE ) 



1 


r 


RECEIVE THE 
RANDOM DATA 




r 


SIGN THE RANDOM 
DATA USING A 
PRIVATE KEY 




r 


SEND THE 
SIGNATURE 


1 


r 



END 



FIGURE 6A 



508 



( CHALLENGE 






f 


GENERATE RANDOM 
DATA 


i 


f - 


SEND THE RANDOM 
DATA TO 
REQUESTER 




r 


RECEIVE THE 
SIGNATURE 




f 



s 



602 



604 



606 




NO -, 



X 



612 



RETURN "NO" 



Docket No.: MSFT-1782 (303313.01) 
App No.: 09/773,256 

Notice of Allowance Dated: April 22, 2005 
Replacement Sheet 1 1 of 11 



600B 



(RESPONSE) 



RECEIVE 
ENCRYPTED 
RANDOM DATA 



672 



J. 



DECRYPT THE 
RANDOM DATA 
USING A PRIVATE 
KEY 



S 



674 



SEND DECRYPTED 
RANDOM DATA 



1 



676 



END 



FIGURE 6B 



11/11 



CHALLENGE 



D 



508B 



GENERATE RANDOM DATA 



LT 



622 



ENCRYPT THE RANDOM 
DATA USING THE PUBLIC 
KEY OF THE CERTIFICATE 



624 




SEND ENCRYPTED 
RANDOM DATA TO 
REQUESTER 



626 




RECEIVE DECRYPTED 
RANDOM DATA 



628 




NO -> 



634 



RETURN "NO" 



